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Operating Systems 101

 Threads:
- Processor context + stack

* Process:

- Threads + Memory context + OS context (open files,
sockets, ...)

* Operating system:
- Named shared resources (files, ports, ...)
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Motivation

» A distributed system adds two new concerns:
— Where is the thread executing?
- How does it cross process and host boundaries?
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Example: Remote procedure call (RPC)

@ Client Wait for result

Call remote Return
procedure from call
al
Request Reply

@Sewer Call local procedure  Time —»

and return results
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Example: Remote procedure call (RPC)

* Can be regarded as the client thread migrating to the
server to perform a task

* Requires the cooperation of multiple operating system
threads at both sides

— Interacts with connection management
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Single-threaded
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Server

Accept connection and
handle requests from
client 1....
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Single-threaded

Server

' [ isconn .
Client 1 Client 1 disconnects

_ Accept and handle
Client 2 requests from client 2....
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Single-threaded
* Not useful as a general model, as a server handles only
one connection

e Can be used with:
— Connection-less communication protocols
- Meta-servers
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Thread-per-connection

Server

Handle requests from
S client1....

_ Handle requests from
Client 2 client 2....

Client 1
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Thread-per-connection

* Generally useful / typical model
« Adequate to single-threaded clients
* Adequate for fast non-blocking requests
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Thread-per-request

Server

Dispatch requests
from client 1....

Client 1

Client 2 m

Dispatch requests
from client 2....
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Thread-per-request
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Dispatch requests
from client 1....

e, TEEY

Server

Client 1 —

Client 2 —— g

Dispatch requests
from client 2....
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Thread-per-request

* General model for multi-threaded and long-lived requests

* Requests may be answered in an arbitrary order
- Need identifiers!

» Additional overhead for each request:
- Creating a new thread
- Context-switching and synchronization to hand-off request
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Thread Pool o)

Bounded buffer

Thread pool

(idle)

from client 1....

Client 1

Client 2 m

Dispatch requests
from client 2....

Dispatch requests
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Thread Pool
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Thread Pool

« Similar to thread-per-request, but...
* Requests are queued in a bounded buffer
* Reduces request overhead by reusing threads

* Provides admission-control to restrict the amount of
resources used in the server
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1-to-n Notifications

What if a request triggers replies for multiple clients?

Writing directly on each socket:
— Sequential and can block

The solution is to have a second thread and a outgoing
queue for each connection and:

- The request enqueues a reply to each destination
— Writer threads awake and write to sockets

* How do clientes handle notifications?
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Single-threaded

Client

Application

thread @

Ta
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Single-threaded

» Application has a single thread
» Application thread sends requests and waits for answers
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Multi-threaded

Client

Application
threads waiting
on mutex...

| Critical section (mutex)
Application

‘ thread
@ w Server
: al
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Multi-threaded

« Application has multiple threads

* The client code is protected in a critical section
— Only one thread uses the connection
— Threads queue for remote service

 Remote invocations likely to take a long time...
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Multi-threaded with Dispatcher

Application
threads

Client

@@r
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Multi-threaded with Dispatcher

Application
threads

Client

Buffer

a2

== CHRR g Server
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Multi-threaded with Dispatcher

* Multiple application threads issue requests without
waiting for answers

- Requests must be labeled with ids

* A single thread is dedicated to collecting answers and
buffering them

* Application threads collect the correct answer from the
buffer

U. Minho Sistemas Distribuidos

25



Callbacks

« What if the client dispatcher gets a request from a
server?

— The client dispatcher can use a local thread-pool to execute it
— And then reply to the server

* This is a generalized symmetric model, in which the
server can “callback” the client at any time
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Generalized Dispatcher Server ole

N
Process
Outgoing buffers (ont)
lal
Application
threads
(idle)
Reply buffer | Request buffer
ral
N—
-~
Client role Can handle
asynchronous

notifications

Remote process
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Limitations to transparent migration

« Examples: User interfaces, data base query, ...

Client
Large amount
of data
exchanged
I I I [
Server

Large latency / response tim>

U. Minho Sistemas Distribuidos

28



Solution: Code Migration to Server

 Example: SQL DBMS
* Avoids data being shipped over the network

Client

Client sends code:
“select ... from ...”

Server
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Solution: Code Migration to Client

* Example: Web application with JavaScript
 Avoids latency of multiple round-trips to server

Client

/Server sends code
/| “<script>...</script>"

Server
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Challenges

* Conflicting main issues:

— Security: Constrain what the code can do

— Efficiency: Allow code to run closer to the hardware
* Heterogeneity:

— Different processor architectures

— Different operating systems and libraries
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Virtualization

* Creates isolated virtual machines
— Many in a single physical host
— Access to resources is controlled

Application/Libraries

Application/Libraries

Application/Libraries

Runtime system
[ |

Operating system

Operating system

Operating system

Virtual machine monitor

Virtual machine monitor

Operating system

Hardware

Hardware

Hardware

Examples: JVM, JS, WASM
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Example: Xen, VMware, VirtualBox, KVM
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Cloud computing

 Combines virtualization with programmable pay-per-use

infrastructure
0 O . . , .
© (3 Web services, multimedia, business apps
%
»n © Application
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Infrastructure

Software framework (Java/Python/.Net)
Storage (databases)

Platforms

Computation (VM), storage (block, file)

Infrastructure
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Google docs
Gmail
YouTube, Flickr

MS Azure
Google App engine

Amazon S3
Amazon EC2

Datacenters
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Edge and Fog computing

* Servers placed at the edge of the network (e.g., CDN)
* Fog computing combines cloud and edge

] [ [ Client Content provider =

(O A p

Jll\./
A Core Internet
Edge server ”

~ ~ Enterprise network
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Summary

* Cloud and fog make it easy to deploy various solutions to
place services closer to clients

* Portable code enables code migration:

- Java bytecode
- JavaScript / ECMAScript
- WebAssembly

* Cloud and fog computing provide new opportunities to
place application components
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